
 

 

 

 

 

 

  



 

Mobile Threat Landscape 

Total number of mobile threats blocked by Trend Micro from 2016 to 2019 

Country distribution of mobile threats detected by Trend Micro MARS in 2019 



 

Android and iOS Malware 

 
Percentage of malicious Android and iOS applications sourced and analyzed by 

Trend Micro MARS for 2019 

 

 
Total number of malicious Android applications sourced and analyzed by 

Trend Micro MARS from 2016 to 2019 

  



 

 
Top Android malware detected by Trend Micro MARS in 2019 

 

 
Top iOS malware detected by Trend Micro MARS in 2019 

 

  



 

Banking Malware 

 
Comparison of unique mobile banking trojans Trend Micro sourced from 2016 to 2019 

 

 
Country distribution of mobile banking trojans’ impact in 2019 

 

 

 

 

 

 

 



 

MITRE ATT&CK Framework

 

First Active Attack Exploiting CVE-2019-2215 Linked to SideWinder APT Group 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

TREND MICROTM RESEARCH 

Trend Micro, a global leader in cybersecurity, helps to make the world safe for exchanging digital information.  

Trend Micro Research is powered by experts who are passionate about discovering new threats, sharing key insights, and 

supporting efforts to stop cybercriminals. Our global team helps identify millions of threats daily, leads the industry in 

vulnerability disclosures, and publishes innovative research on new threats techniques. We continually work to anticipate new 

threats and deliver thought-provoking research.   

www.trendmicro.com 
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